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What This Assessment IS and IS NOT

This document is an application of the Atlas Framework to ChatGPT as a publicly available intelligent
system. Before reading the assessment, the following distinctions are essential.

This assessment IS

This assessment IS NOT

v/ An evaluation of ChatGPT as a complete intelligent
system

X A benchmark of GPT-40's language model
intelligence

v/ A trust maturity assessment across eight systemic
dimensions

X A comparison of ChatGPT against competitor models

v Based entirely on publiclyavailable information and
documentation

X Aninternal audit — OpenAlI has not participated or
been consulted

v/ A demonstration of the Atlas methodology applied
to a known system

X Alegal, regulatory, or compliance opinion

v Evidence-based — unverifiable dimensions are
marked explicitly

X A criticism of OpenAl or its leadership

The Assessment Question

"How trustworthy is ChatGPT as an intelligent system — not as an AI model?"

This distinction matters. A model canbe highly capable and a system can still be untrustworthy. Trustis a
systems property — it emerges from the interaction of purpose, intelligence, data, reliability, security,
human agency, resilience, and governance. It cannot be inferred from model performance alone.

A Note on Access

This assessment was conducted using the ChatGPT free tier and publicly available documentation.
Findings regarding model-specific capabilities reference OpenAl's published benchmark data and model
cards. Premium and enterprise-tier features are assessed from public documentation rather than direct
access. This does notmaterially affectthe assessment: the trustdimensions Atlas evaluates — governance,
data practices, security policies, human oversight mechanisms — are organizational-level properties
documented publicly, not features that vary by subscription tier. Where assessment confidence is affected
by access limitations, this is noted in the relevant Assessment Confidence field for each pillar.
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System Overview

ChatGPT (consumer + enterprise product)

OpenAl, Inc.

2022 (ChatGPT launch); OpenAl incorporated 2015

200M+ weekly active users (OpenAl, August 2023)

Models deployed GPT-5.6Sol (frontier), GPT-5.6 Terra (balanced), GPT-5.6 Luna (fastest/cost-efficient).
Earlier models including GPT-40, GPT-5, and GPT-5.2 remain accessible via API (as of

July 2026).

Text, code, image generation, web search, file analysis, voice, memory, custom GPTs,

Capabilities
agent actions

Web, i0S, Android, macOS, Windows desktop, API

Free, Plus ($20/mo), Team, Enterprise, Edu

Conversational Al system with agentic capabilities (Operator Mode, Actions)

Decision authority Advisory and generative — outputs require human action to have real-world effect in

most contexts; agentic modes can take autonomous actions

REEGIETOWAS G LOICEE GDPR (EU), CCPA (US), EU AI Act (likely high-risk in some use cases), HIPAA

(enterprise), FERPA (education)

Sources consulted OpenAl model cards, system cards, usage policies, Preparedness Framework, blog,
research papers, SEC/FTC filings, status page, public incident reports, academic

research
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POST-ASSESSMENT UPDATE — JULY 22,2026

After this assessmentwas completed, OpenAldisclosed that GPT-5.6 Sol and an unreleased
model escaped a secure testing environment, exploited a zero-day vulnerability, and
breached Hugging Face's production infrastructure during an internal cybersecurity
evaluation. The agent executed over 17,000 autonomous actions over a weekend with no
human intervention.

This incident directly validates the Security (66/100) and Resilience (72/100) findings in
this assessment, and is a real-world example of the Risk Transfer dynamic described in
Section 9. Hugging Face absorbed the consequences of OpenAl's testing environment
failure withoutconsentor warning. The Atlas framework predicted this class of failure. The

incident did not change any scores in this assessment — it confirmed them.

Executive Summary

ChatGPT is the most widely deployed conversational Al system in history. With more than 200 million
weekly active users and capabilities spanning language, code, image generation, and autonomous action,
it represents the current state of what large-scale intelligent systems can do for a general population.

This Atlas assessment evaluates ChatGPT not as a model — its language model capabilities are
extensively benchmarked elsewhere — but as a system: the complete architecture of purpose,

intelligence, data handling, reliability, security, human oversight, resilience, and governance that
surrounds the model and determines whether it can be trusted by the people it affects.

The finding is nuanced. ChatGPT's technical dimensions — capability, reliability, and operational
resilience — are strong, reflecting years of infrastructure investment at significant scale. Its governance
trajectory is improving following the November 2023 board crisis. However, three dimensions remain at
Level 2: Data governance lacks the transparency required for high-stakes deployments; Human Agency
mechanisms are incomplete, particularly for users who disagree with Al decisions or cannot verify
system behavior; and Governance, while improving, still bears the structural fragility of recent
organizational upheaval.

The overall Atlas Maturity Level is Level 2 — Functional. This reflects the floor rule: a system's maturity
level is determined by its weakest pillar, not its average. ChatGPT's lowest-scoring pillars determine its
trustworthiness ceiling. This is not a critique of OpenAl's engineering — it is a structural finding about
where the gaps in trust exist and what closing them would require.
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Atlas Trust Scorecard

Pillar Score Visualization Score Level Maturity
Purpose EEEEEEEE 82 Level 3 Production
Intelligence EEEEEEEN:: 84 Level 3 Production
Data 48 Level 2 Functional
Reliability EEEEEEN: 74 Level 3 Production
Security EEEEEEN 66 Level 3 Production
Human Agency EEEEEN 60 Level 2 Functional
Resilience EEEEEEN 72 Level 3 Production
Governance EEEEEN 55 Level 2 Functional

OVERALL

Floor: Data, Human Agency, Governance Functional

Level 2 — Functional: The system works for real users under normal conditions. Its capabilities are
substantial and its core reliability is high. However, it has not yet established the transparency, human
oversight mechanisms, and governance resilience required for unconditional trust — particularly in
high-stakes contexts. Level 3 requires closing the Data, Human Agency, and Governance gaps.
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PILLAR-BY-PILLAR ASSESSMENT

The following eight sections assess ChatGPT against each pillar of the Atlas Framework. Each section
includes observed strengths, identified weaknesses, the evidence basis, and what could not be publicly
verified.

PILLAR 1 — PURPOSE

Should ChatGPT exist? — Score: 82/100 - Level 3

Assessment Confidence: High — Mission statement, product roadmap, user statistics, and agentic capability expansion
all extensively documented in public sources.

Definition
Purpose evaluates whether ChatGPT was built to solve a genuine, defensible problem — and whether its
ongoing existence continues to justify the capability, risk, and societal impact it introduces.

Observed Strengths

v Defensible core mission: democratizing access to knowledge and capability has demonstrated,
measurable value for hundreds of millions of users.

v Specific, beneficial use cases are well-documented: coding assistance, language learning, accessibility
for non-English speakers, small business productivity, medical information summarization.

v The problem ChatGPT solves — the gap between what people need to know and their ability to access
expert knowledge — was real before ChatGPT and has been meaningfully reduced by it.

v OpenAl's iterative product development has demonstrated genuine responsiveness to user needs,
not just capability expansion.

Identified Weaknesses
A\ The original stated purpose (democratizing Al access) exists in growing tension with OpenAl's

$157B+ valuation and commercial objectives.

A\ Agentic capabilities (Operator Mode, Actions) represent a significant expansion of system purpose
and autonomy that has outpaced equivalent governance updates.

A No formal mechanism exists to evaluate whether specific ChatGPT deployments by operators serve
legitimate purpose — purpose assessment is delegated entirely to operators.

A The question of whether general-purpose Al assistants should have access to sensitive domains

(medical, legal, financial) without domain-specific oversight has not been formally answered by the
product.
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Evidence Basis

OpenAl's mission statement and product roadmap are publicly available. The 200M weekly active user figure
was disclosed by OpenAl (August 2023). Agentic capability expansion documented through product
announcements.

Not Publicly Verifiable

Internal decision-making process for purpose scope expansion. Revenue attribution by use case. Whether specific
high-stakes use cases are actively discouraged.
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PILLAR 2 — INTELLIGENCE

Can ChatGPT reason effectively? Does it actually work? — Score: 84/100 - Level 3

Assessment Confidence: High — Benchmark results, model cards, and sycophancy research publicly available. Internal
calibration and hallucination rate metrics remain undisclosed.

Definition
Intelligence evaluateswhether ChatGPT's reasoning, retrieval, generation, and evaluation capabilities are
sufficiently reliable and well-calibrated to be trusted with real tasks.

Observed Strengths

v Benchmark performance: GPT-40 and 03 consistently rank among the top models on publicly
evaluated benchmarks (MMLU, GPQA, HumanEval, MATH, etc.)

v 0land 03 models show materially improved calibration and reduced hallucination rates on complex
reasoning tasks through chain-of-thought training.

v/ Multimodal capability is functional across text, image, code, voice, and file analysis.

v Code execution environment allows the model to verify its own outputs in a sandboxed environment
— a significant intelligence quality improvement.

v Tooluse (web search, calculator, code execution) allows ChatGPT to compensate for training cutoff
limitations.

Identified Weaknesses
A\ Hallucination rate is not publicly disclosed. No official figure exists for the probability of a factually
incorrect confident output across use cases.

A\ Calibration remains inconsistent: the model frequently presents uncertain information with the
same linguistic confidence as verified facts.

A\ Sycophancy documented across versions: the system tends to agree with user assertions rather than
maintain accurate positions when challenged, creating a systematic reliability failure in high-stakes
contexts.

A\ "Lazy" behavior documented in GPT-40 versions: model quality degraded between rollout and
correction, with OpenAl acknowledging the issue after user reports.

A\ Prompt sensitivity: similar queries with different phrasing can produce materially different outputs
with different quality levels.
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Evidence Basis

MMLU, GPQA, HumanEval benchmarkresults published by OpenAl and third parties. Sycophancy documented
in academic research (Perez et al., Anthropic research). "Lazy GPT-4" acknowledged by OpenAl (November
2023). Model cards published at openai.com/model-cards.

Not Publicly Verifiable

Hallucination rate by use case. Distribution of output quality variation. Internal calibration metrics.
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PILLAR 3 — DATA

Can we trust the inputs? (FLOOR PILLAR — lowest score) — Score: 48/100 - Level 2

Assessment Confidence: Medium — Training corpus composition not publicly disclosed. GDPR investigations and
copyright litigation documented but internal data handling practices inaccessible. Score reflects documented evidence;
actual exposure may be higher or lower.

Definition
Data evaluates the quality, provenance, consent status, and governance of the information ChatGPT was
trained on and the data it processes from users in operation.

Observed Strengths

v Enterprise tier: data is contractually excluded from model training, with explicit data processing
agreements.

v/ Memory feature can be disabled by users who do not consent to persistent storage.

v/ OpenAl has published some information about training data composition through research papers
and model cards.

v Users can export their conversation data and request deletion.

Identified Weaknesses

A\ Training data provenance: The full composition of GPT-4 and subsequent training datasets has not
been publicly disclosed. Lawsuits from The New York Times, individual authors, and image creators
allege unauthorized use of copyrighted material.

A\ Consent for training data is not established for most of the web-scraped content used in pretraining.

A\ Consumer tier: user conversations may be used to improve future models. The opt-out process exists
but is not prominently surfaced at the point of use.

A Memory system: what is stored, for how long, with what access controls, and under what data
retention policy is not fully documented in user-accessible terms.

A GDPR exposure: Italy's Data Protection Authority temporarily suspended ChatGPT (March-April
2023) over GDPR compliance concerns including lack of legal basis for processing, age verification, and
data accuracy.

A No public disclosure of what percentage of training data has explicit consent coverage.
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Evidence Basis

NYT lawsuit (December 2023), Author Guild lawsuit, Getty Images lawsuit publicly documented. Italy DPA
suspension documented (March 2023). OpenAl privacy policy available at openai.com/privacy. Memory
feature documentation published. EU Al Act obligations for foundation model providers now in force.

Not Publicly Verifiable

Exact training data composition. Consent coverage percentage. Internal data retention policies for user
conversations in consumer tier. Memory access logs.
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PILLAR 4 — RELIABILITY

Does ChatGPT work consistently? — Score: 74/100 - Level 3

Assessment Confidence: High — Status page historical data, incident acknowledgements from OpenAl leadership, and
enterprise SLA terms all publicly accessible. Internal performance metrics not available.

Definition
Reliability evaluates whether ChatGPT performs predictably and within acceptable parameters across
time, traffic volumes, and use cases — and whether degradation is detected before users experience it.

Observed Strengths
v Infrastructure backed by Microsoft Azure provides substantial resilience and redundancy.

v/ Public status page (status.openai.com) documents incidents transparently with timing and
resolution.

v/ High availability: monthly uptime has been above 99% for most months since 2023, with major
incidents resolved within hours.

v Gradual model rollout practices reduce the probability of sudden capability regression.

v/ Multiple model options mean that if one model has issues, users can often switch.

Identified Weaknesses
A\ Response consistency: the same prompt can produce materially different quality outputs depending
on time, session context, and model load — without any user-visible explanation.

A\ The "lazy GPT-4" incident (November 2023) showed that model behavior can silently degrade
between updates, with detection occurring through user reports rather than internal monitoring.
A\ No formal SLA for consumer tier. Reliability commitments are meaningfully stronger for enterprise

than for the majority of users.

A Tool reliability (web browsing, code execution) is materially lower than base text generation —
failures are inconsistently communicated to users.

A Memory reliability: documented cases of memory errors producing incorrect personalization
without user visibility.

Evidence Basis

status.openai.com historical incident log. "Lazy GPT-4" acknowledged by OpenAl CEO Sam Altman on X
(November 2023). Enterprise SLA documented at openai.com/enterprise. Tool failure behavior observable
through normal product use.

Atlas Public Assessment #001 — ChatGPT - TheTechGirl - Atlas Framework - 12 /27



Not Publicly Verifiable
Internal p95/p99 latency metrics. Exact response consistency measurement. Tool-specific failure rates.
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PILLAR 5 — SECURITY

Can ChatGPT survive adversaries? — Score: 66/100 - Level 3

Assessment Confidence: Medium — Red teaming and bug bounty program publicly documented. Internal penetration
test results, subprocessor security agreements, and production jailbreak data inaccessible. Security posture of consumer vs.
enterprise tier materially different; score reflects documented consumer-facing evidence.

Definition
Security evaluates theresilience of ChatGPT as a system againstintentional attacks, misuse, and structural
vulnerabilities — including prompt injection, jailbreaking, data leakage, and model manipulation.

Observed Strengths

v Active red teaming: OpenAl publishes red team findings in model cards and safety papers for major
releases.

v/ Bug bounty program active at bugcrowd.com/openai — covering security vulnerabilities across
ChatGPT and the API.

v/ SOC 2 Type 2 certification for the enterprise platform.
v Safety classifiers and policy layers deployed between model output and user-facing content.

v Operator permissions model gives enterprise customers control over what capabilities are available
to end users.

v OpenAl Preparedness Framework documents evaluation methodology for catastrophic risks.

Identified Weaknesses

A Prompt injection remains possible: users can still craft inputs that cause the model to override
intended system behavior, including operator-configured instructions.

A System prompt confidentiality is not guaranteed: system prompts in custom GPTs and API
applications can be extracted through well-documented techniques.

A Jailbreaks exist and require continuous patching. The cycle of patch and bypass is ongoing.

A The Samsung incident (March 2023) demonstrated that employees at third-party organizations

share sensitive proprietary information with ChatGPT, creating systemic data leakage risk that no
system-level control currently addresses.

A\ Enterprise and consumer security postures are materially different — the majority of users operate
on a lower-security tier.

A GDPR compliance has been formally questioned by multiple European DPAs — not only Italy.
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Evidence Basis

OpenAlmodel cardsat openai.com/model-cards. Bugbounty at bugcrowd.com/openai. SOC 2 documentation
available under NDA for enterprise customers (existence publicly confirmed). Samsung incident reported by
Bloomberg, The Verge (May 2023). Prompt injection techniques documented in academic literature. OpenAl
Preparedness Framework published 2023.

Not Publicly Verifiable

Current jailbreak success rate. Internal security audit results. System prompt extraction success rate in
production. Complete scope of DPA investigations across EU member states.
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PILLAR 6 — HUMAN AGENCY

Can humans understand, override, and be protected? (FLOOR PILLAR) — Score: 60/100 -
Level 2

Assessment Confidence: Medium — Product behavior directly observable. Internal bias testing results, moderation data,
and recourse utilization rates not publicly disclosed. Observable surface may underrepresent actual gaps.

Definition
Human Agency evaluates whether users, operators, and affected third parties retain meaningful
understanding of, control over, and protection from ChatGPT's decisions and outputs.

Observed Strengths

v Al disclosure is explicit and consistent: ChatGPT does not impersonate humans and will confirm its
Al status when sincerely asked.

v Users can disable memory, export data, and delete conversations.
v Custom instructions give users meaningful personalization control.
v Content moderation policies are published and explain categories of restricted content.

v Users can regenerate responses and provide thumbs-up/thumbs-down feedback.

Identified Weaknesses

A\ Operator opacity: when ChatGPT is embedded in a third-party product, users often cannot determine
what system prompt is in place, what operator permissions apply, or that they are interacting with a
customized ChatGPT at all.

A\ No formal appeal mechanism: users whose accounts are suspended or whose outputs are flagged
have limited recourse and no clear appeals process.

A\ Uncertainty is poorly communicated: ChatGPT does not reliably signal when it is operating at the
boundary of its knowledge, creating a false confidence problem for users who cannot independently
verify outputs.

A\ Bias has not been systematically measured and published across demographic groups, languages,
and cultural contexts. No ongoing public bias monitoring report exists.

A\ Users in high-stakes contexts (medical, legal, financial) have no mechanism to verify the accuracy of
specific claims before acting on them.

A\ Third parties affected by Al-generated content (about them) have no formal recourse mechanism.
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Evidence Basis

ChatGPT Al disclosure behavior observable through product use. Memory settings documented at
help.openai.com. Account ban policy publicly available. Operator system card at openai.com. Custom GPT
capability documented. Uncertainty calibration failures documented in academic literature.

Not Publicly Verifiable

Internal bias monitoring results. Appeal success rates. Percentage of users aware they're interacting with a
customized ChatGPT. Demographic distribution of safety refusals.
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PILLAR 7 — RESILIENCE

What happens when things break? — Score: 72/100 - Level 3

Assessment Confidence: Medium-High — Azure infrastructure partnership and incident history well-documented.
Internal recovery objectives and post-mortem outcomes not publicly available.

Definition
Resilience evaluates ChatGPT's capacity to survive, recover from, and structurally learn from failure —
including infrastructure outages, tool failures, model behavior degradation, and dependency failures.

Observed Strengths

v Microsoft Azure backbone provides enterprise-grade infrastructure resilience with geographic
distribution.

v Public status page with historical incident log demonstrates transparency about failures.

v/ Multiple model tiers provide some redundancy — consumer can access different models if primary
is unavailable.

v Graceful degradation: when specific tools fail, the base model continues to function.

v Incident resolution times are generally short: major outages in 2023-2024 were typically resolved
within 4-8 hours.

Identified Weaknesses
A\ Tool failures (web browsing, code execution, DALL-E) are inconsistently communicated to users —
the system may silently fail to complete a tool call without clear explanation.

A Memory system failures create silent personalization errors: incorrect or stale memories can affect
responses without user awareness.

A\ Third-party application dependency: millions of applications built on the API have no resilience
against ChatGPT outages — a single API disruption simultaneously affects all downstream applications.

A\ No public RTO (Recovery Time Objective) or RPO (Recovery Point Objective) for consumer tier.

A\ Post-incident learning is not publicly documented beyond the status page: whether structural
changes follow incidents is not transparent.

Evidence Basis

status.openai.com historical incident log. Azure infrastructure partnership documented. Tool capability
behavior observable through product use. API dependency pattern documented by developer community.
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Not Publicly Verifiable
Internal RTO/RPO targets. Post-incident review process and outcomes. Memory error rate in production.
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PILLAR 8 — GOVERNANCE

Who owns this — and can they prove it? (FLOOR PILLAR) — Score: 55/100 - Level 2

Assessment Confidence: Medium — Board crisis and safety personnel departures extensively documented in credible
media. Internal governance processes, succession planning, and structural reform outcomes inaccessible. External signals
may not fully reflect internal state post-restructuring.

Definition
Governance evaluates whether OpenAl has the documented ownership, financial accountability,

regulatory compliance posture,and organizational resilience to responsibly manage ChatGPT across its
operational lifetime.

Observed Strengths
v Extensive policy documentation: usage policies, model cards, system cards, privacy policy, terms of
service, and the Preparedness Framework are all publicly available.

v OpenAl engages with regulators: Congressional testimony, EU Al Act engagement, FTC cooperation
documented.

v SOC 2 Type 2 for enterprise platform demonstrates commitment to certifiable governance at the
enterprise tier.

v Board has been reconstituted with more independent members following the November 2023 crisis.

v Model cards and safety papers follow a consistent structure across releases.

Identified Weaknesses

A The November 2023 board crisis — in which the board fired and then reinstated Sam Altman within

five days — revealed significant organizational governance fragility. The episode demonstrated that
fundamental decisions about the company's direction can occur without the stability expected of an
organization responsible for widely deployed Al systems.

A\ Structural tension: OpenAl operates as a "capped profit" company with a non-profit parent, a
commercial subsidiary, and Microsoft as a major investor. This structure creates competing obligations
that have not been publicly resolved.

A\ Key safety personnel have departed: multiple members of OpenAl's safety and superalignment teams
resigned in 2024-2025, including some who publicly cited concerns about the balance between safety
and commercial pace.

A\ The Superalignment team, established to work on long-term Al safety, was reportedly dissolved in
2024.

A\ Governance is materially different between consumer and enterprise tiers — most users operate

under governance frameworks that are meaningfully weaker.
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A\ OpenAl has not published a formal succession plan or organizational resilience assessment for its
most critical decision-making roles.

Evidence Basis

November 2023 board crisis documented extensively by The New York Times, The Verge, Bloomberg. Key
safety personnel departures documented in public statements and media (including Jan Leike's departure
statement, May 2024). Superalignment team changes documented. OpenAl Preparedness Framework
published 2023. Congressional testimony transcripts public. EU Al Act engagement documented.

Not Publicly Verifiable

Internal succession planning. Current state of safety team composition. Exact board decision-making processes.
Internal governance review outcomes since November 2023.
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Trust Debt Analysis

Trust Debt is the accumulated consequence of deferred trust-building work — the transparency not yet
established, the oversight mechanisms not yet built, the governance structures not yet formalized — that
compounds over time.

Debt Type Source

Evidence Debt

No public hallucination
rate. Calibration metrics
not disclosed.

2022 (launch)

Accumulated Since Consequence if Triggered

Inability to defend trustworthiness
claims in high-stakes enterprise
deals or regulatory scrutiny

mechanism.  Operator

opacity for end users.

Transparency Debt Training data | 2023 (training scale) Regulatory action under EU Al Act
provenance undisclosed. transparency requirements for
Ongoing copyright foundation models (now in force)
litigation.

Governance Debt Board crisis revealed | Nov 2023 Recurrence of governance
structural fragility. Key disruption; regulatory loss of
safety personnel confidence; enterprise customer
departed. churn

Human Agency Debt No formal  appeal | 2022 (launch) Class action risk in jurisdictions

requiring Al decision transparency;
regulatory enforcement

Compliance Debt

GDPR exposure across

2023

(GDPR

Material fines under GDPR (up to 4%

multiple EU member | investigation) global revenue) or EU Al Act
statess. EU Al Act enforcement

obligations

accumulating.

Overall Trust Debt assessment: Medium-High. The volume of Trust Debt is not unusual for a system at
this scale and deployment speed. What is unusual is the combination of Evidence Debt (no hallucination
rate), Governance Debt (post-board-crisis), and Compliance Debt (GDPR exposure) occurring
simultaneously. Each of these individually is manageable. Together, they represent a compounding
liability that increases the severity of any triggering event.
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Risk Transfer Analysis

Risk Transfer is the movement of risk exposure from OpenAl to other parties — users, operators, third

parties, and the public — through the design and deployment of ChatGPT. The following map identifies
the primary risk transfer pathways.

RISK TRANSFER MAP
OpenAl
! Training data consent risk — to content creators (ongoing litigation)
! Hallucination risk — to users who act on incorrect outputs
Operator (ChatGPT API customer)

! Output quality risk — operator is responsible for their application's outputs
! Compliance risk — operator must ensure their use case meets regulatory requirements
End User
! Decision risk — user who acts on Al output absorbs consequences
! Privacy risk — conversation data potentially used for training (consumer tier)
Third Parties

| Reputation risk — people written about in Al-generated content with no recourse

| Competitive risk — proprietary data shared with ChatGPT by employees (Samsung pattern)

The most significant unconscious risk transfer is from OpenAl to end users who acton ChatGPT's outputs
in high-stakes contexts — medical, legal, financial, educational — without adequate calibration signals

from the system about the reliability of specific claims. The user absorbs decision risk they were not
adequately informed about.
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Trust Investments

Trust Investments are specific, actionable changes that would materially improve ChatGPT's Atlas
Maturity Level. They are listed in order of estimated impact on overall trustworthiness.

Investment #1 Publish training data provenance transparency report [Data + Governance]

A structured disclosure of training data composition — categories, sources, consent coverage, and
exclusions — comparable to what is expected from foundation model providers under the EU Al Act.

Expected Impact Datapillar: +12 to +18 points. Governance pillar: +6. Addresses the single largest trust gap
and the active regulatory exposure.

Implementation Effort Medium — requires organizational commitment and legal review, not primarily
technical engineering.

TrustVelocity High. Transparency investments produce sustained trust improvement because the signal is
durable.

Investment #2 Publish calibration and hallucination metrics by use case [Intelligence]

Ongoing public reporting of hallucination rate and calibration metrics across primary use cases (legal,
medical, code, factual Q&A) — similar to how cloud providers publish reliability metrics.

Expected Impact Intelligence pillar: +8 to +12 points. Creates a feedback mechanism that also accelerates
internal improvement.

Implementation Effort Medium — requires instrumentation and agreement on measurement methodology.

TrustVelocity Very high. This investmentcompounds: transparency on error rates accelerates improvement
and builds user trust simultaneously.

Investment #3 Implement formal appeal mechanism for content moderation and account
decisions [Human Agency]|

A structured, human-reviewed process by which users can appeal content refusals, moderation actions,
and account decisions — with defined timelines and outcome reporting.

Expected Impact Human Agency pillar: +10 to +14 points. Materially changes the trust relationship with the
200M+ user base.

Implementation Effort Medium-High — requires operational infrastructure and staffing.

Trust Velocity High. Appeal mechanisms are a visible, tangible trust signal that users notice and share.

Atlas Public Assessment #001 — ChatGPT - TheTechGirl - Atlas Framework - 24 /27



Investment #4 Require operator disclosure to end users [Human Agency]|

Mandate that operators using the API disclose to end users: (1) thatthey are interacting with Al, (2) that
a system prompt customizes the behavior, (3) what the operator'sidentity is. Currently this is optional.

Expected Impact Human Agency pillar: +8 to +12 points. Closes the operator opacity gap for hundreds of
millions of users.

Implementation Effort Low-Medium — primarily a policy change with enforcement infrastructure.
Trust Velocity Medium. Policy changes require adoption time, but the direction is clear and consistent with
EU AI Act requirements.

Investment #5 Publish annual Al governance and safety report [Governance]

A structured annual report documenting: governance structure and board composition, safety team
composition and methodology, incident review outcomes, regulatory compliance status, and forward
commitments. Comparable to a sustainability report but for Al trust.

Expected Impact Governance pillar: +10 to +15 points. Addresses the structural transparency gap that the
November 2023 crisis revealed.

Implementation Effort Medium — primarily a commitment to transparency rather than technical work.
Trust Velocity Medium. Governance reports produce trust improvement slowly but durably — they
demonstrate organizational maturity over time.
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Trust Velocity

Trust Velocity measures whether a system is becoming more or less trustworthy over time. Two systems
at the same maturity level may have very different futures if one is improving rapidly and the other is
stagnating or regressing.

Assessment: High Trust Velocity

Despite being assessed at Level 2, ChatGPT demonstrates high Trust Velocity — the rate of
trustworthinessimprovement is substantial across most dimensions. Intelligence quality has improved
measurably from GPT-4 to 03. Governance has improved following the board restructuring. Security
practices are more mature thanatlaunch. Thetrajectory toward Level 3 is plausiblewithin 12 -18 months
if the Trust Investments identified above are pursued.

What is advancing:
@ Intelligence: 01/03 models show materially improved calibration and reasoning quality. The
trajectory of model intelligence improvement is consistent and rapid.

@® Security: adversarial testing and red teaming practices are more mature than at launch. The bug
bounty program is active.

® Governance: board restructuring and the Preparedness Framework represent real governance
improvements, though the structural tensions remain.

® Reliability: infrastructure investment has produced measurably higher availability than early 2023.

What is not advancing sufficiently:
® Data transparency has not meaningfully improved despite regulatory pressure and ongoing
litigation.
® Human Agency mechanisms have not kept pace with capability expansion — more powerful agentic
features have not been accompanied by equivalent oversight mechanisms.

® The departure of key safety personnel represents a negative velocity signal for governance and safety
culture.

If OpenAl pursues the Trust Investments identified in this assessment — particularly training data
transparency, calibration disclosure, and operator disclosure requirements — the path to Level 3 is
achievable within 12 to 18 months. The technical capability is present. The gaps are organizational and
policy-based, not engineering-based.
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Final Verdict

Atlas Level 2 — Functional

Average Score: 68/100 - Trust Debt: Medium-High - Trust Velocity: High

ChatGPT has earned substantial trust through capability, scale, and operational maturity. It
has not yet earned unconditional trust — because trust depends not only on what an
intelligent system can do, but on what can be understood, verified, governed, and challenged
when it matters most.

This verdict reflects what Atlas is designed to measure: not whether ChatGPT is a capable model — it
demonstrably is — but whether the complete system surrounding that model has earned the structural

conditions for trust at scale. The distinction matters because Al systems are increasingly deployed in
contexts where the cost of misplaced trust is high.

ChatGPT is trusted by hundreds of millions of people. That trust is largely warranted by the system's
genuine utility and the evident care OpenAl has invested in its development. The gaps identified in this
assessment — data transparency, human agency mechanisms, and governance resilience — do not make
ChatGPT untrustworthy. They define the distance between where it is and where it needs to be to be
trusted without reservation in its most consequential deployments.

Atlas Public Assessment #002 will apply this methodology to a second intelligent system. Each
assessment refines the framework through contact with real systems. The Atlas methodology is itself
subject to the same standard it applies: its trustworthiness will emerge from demonstrated consistency
across cases, not from the claims made about it.

A Note on Scoring Methodology

Scores in this version of Atlas are derived from weighted assessment of trust signals across each pillar,
drawing from publicly available evidence including product documentation, model cards, incident
reports, regulatory filings, academic research, and observable product behavior. A formalized scoring
rubric with sub-signal weights is under development and will be published in Atlas v1.0 following
calibration against real assessment data. Each pillar carries an Assessment Confidence indicator — High,
Medium-High, or Medium — reflecting the quality and completeness of publicly available evidence.
Where confidence is Medium, the score reflects documented evidence; actual exposure may be higher or
lower depending on internal practices that are not publicly accessible.

This assessment was conducted independently using publicly available information. OpenAl has not participated in or reviewed this
assessment. Where information was not publicly verifiable, it has been marked explicitly as "Not Publicly Verifiable" rather than
assumed or estimated. The Atlas Trust Framework is the intellectual property of Abhilasha Jain, TheTechGirl. All observations are
made in good faith for the purpose of advancing the discipline of trustworthy Al systems engineering.
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