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What This Assessment IS and IS NOT 

This document is an application of the Atlas Framework to Cursor as a publicly available agentic 

intelligent system. This is Atlas Public Assessment #002. Assessment #001 evaluated ChatGPT as a 

conversational AI system. This assessment evaluates Cursor as an agentic system with production 

access — a materially different system type with different trust characteristics. 

 

This assessment IS This assessment IS NOT 

✓  An evaluation of Cursor as a complete agentic 

intelligent system 

✗  A benchmark of code generation quality or model 

performance 

✓  A trust maturity assessment across eight systemic 

dimensions 

✗  A comparison of Cursor against competitor AI 

coding tools 

✓  Based entirely on publicly available evidence 

including CVEs, documentation, and documented 

incidents 

✗  An internal audit — Anysphere has not 

participated or been consulted 

✓  Evidence-based — unverifiable dimensions are 

marked explicitly with Assessment Confidence 

✗  A legal, regulatory, or compliance opinion 

✓  A demonstration that Atlas applies equally to agentic 

systems as to conversational AI systems 

✗  A criticism of Anysphere, its founders, or SpaceX 

 

The Assessment Question 

"How trustworthy is Cursor as an agentic system with production access — not 

as a code editor?" 

This distinction is critical. Cursor in code-completion mode and Cursor in agent mode with a broadly 

scoped API token are not the same system. They share a product name. They do not share a trust 

profile. This assessment evaluates both modes and distinguishes their findings explicitly. 

 

A Note on Access and Timing 

This assessment was conducted using publicly available documentation, CVE databases, independent 

security research, and documented incident reports. Anysphere has not been contacted or consulted. 

Where information was not publicly verifiable, it is marked as "Not Publicly Verifiable" in the Assessment 

Confidence field. A material governance finding: SpaceX acquired Anysphere in a $60 billion deal that 

closed on August 14, 2026. This assessment evaluates Cursor under the newly transitioned governance. 

Post-acquisition governance implications are identified as a Critical finding throughout. 
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System Overview 

 

System Cursor (AI-powered code editor and autonomous agent) 

Operator Anysphere, Inc. — wholly owned subsidiary of SpaceX (acquired August 14, 2026) 

Founded 2022 (San Francisco, CA) 

Founders Michael Truell (CEO), Sualeh Asif (CPO), Aman Sanger (COO), Arvid Lunnemark 

Revenue $3 billion+ ARR (May 2026); growing to ~$4B ARR by June 2026 

Acquisition price $60 billion (SpaceX, closed August 14, 2026) 

Enterprise adoption Used by 64% of Fortune 500 companies including Nvidia, Samsung, OpenAI, Stripe, 

Coinbase 

Models deployed Claude Opus 4.6, Claude Sonnet (Anthropic); GPT-4o (OpenAI); Cursor's own fine-

tuned models; xAI Grok (post-acquisition) 

Core capabilities AI-assisted code completion, editing, refactoring, Agent Mode (multi-step autonomous 

tasks), Background Agents, BugBot (PR reviewer), MCP server integration 

Deployment Desktop application (macOS, Windows, Linux); web access; Slack bot 

Access tiers Free, Pro ($20/mo), Business ($40/user/mo), Ultra ($200/mo) 

Agent mode Yes — can execute multi-step autonomous tasks including file creation, deletion, code 

execution, and terminal commands with production system access 

Security certifications SOC 2 Type II (Anysphere). No HIPAA BAA. No EU data residency. 

CVE count (2025–

2026) 

11+ CVEs including CVE-2026-26268 (CVSS 9.9 Critical). TrustFall unpatched. 

Sources consulted Cursor official documentation, CVE database, Repello.ai security analysis, Zenity, 

Giskard, independent security research, incident reports, SEC filings, media coverage 
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POST-ASSESSMENT UPDATE — AUGUST 14, 2026 

The SpaceX acquisition of Anysphere closed on August 14, 2026. This makes the Governance 

finding immediately material. The acquisition uncertainty documented throughout this 

assessment is no longer speculative — existing enterprise data processing agreements, 

privacy commitments, and model provider relationships are now under SpaceX governance. 

Cursor is a wholly owned subsidiary of SpaceX as of this date. No public commitment 

continuity statement has been published. Enterprise customers who signed data processing 

agreements with Anysphere face an immediate and unresolved question: do those 

commitments carry over to SpaceX? No scores in this assessment have changed. The 

Governance finding — already a floor pillar at 45/100 — is now validated by the acquisition's 

close rather than its anticipation. 

Executive Summary 

Cursor is one of the most capable and widely adopted AI-assisted development environments in history. 

With $3+ billion in annualized revenue, deployment across more than 64% of Fortune 500 companies, 

and millions of active developers, it has fundamentally changed how software is written. Its underlying 

models rank among the most capable code generation systems available. 

This Atlas assessment evaluates Cursor not as a code editor — its quality as a development tool is 

extensively documented elsewhere — but as an agentic intelligent system with autonomous production 

access. That distinction is material. An IDE that suggests code is a tool. An agent that can autonomously 

write files, execute terminal commands, delete databases, and interact with production infrastructure 

through broadly scoped API tokens is a system that affects real-world outcomes without human 

confirmation of each action. 

The finding is Level 2 — Functional, with an average score of 55/100. This is lower than Atlas Public 

Assessment #001 (ChatGPT at 68/100) for four reasons: Security has a documented 11+ CVE record 

including a CVSS 9.9 Critical sandbox escape vulnerability; Human Agency is undermined by Cursor's 

own documented admission that its guardrails are "best-effort — bypasses are possible"; Resilience has 

multiple documented irreversible destructive failures with no published post-mortems; and 

Governance faces exceptional uncertainty following SpaceX's acquisition of Anysphere, which closed on 

August 14, 2026. 

Five pillars score at Level 2, establishing the floor: Data (46), Security (42), Human Agency (40), 

Resilience (54), and Governance (45). Three pillars score at Level 3, reflecting genuine strength in 

Cursor's core capabilities: Purpose (72), Intelligence (76), and Reliability (66). 
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Atlas Trust Scorecard 

 

Pillar Score Visualization Score Level Maturity 

Purpose ███████░░░ 72 L3 Production 

Intelligence ████████░░ 76 L3 Production 

Data █████░░░░░ 46 L2 Functional 

Reliability ███████░░░ 66 L3 Production 

Security ████░░░░░░ 42 L2 Functional 

Human Agency ████░░░░░░ 40 L2 Functional 

Resilience █████░░░░░ 54 L2 Functional 

Governance █████░░░░░ 45 L2 Functional 

OVERALL 
Floor: Data, Security, Human Agency, 

Resilience, Governance 
55 Level 2 Functional 

 

Cursor scores lower than ChatGPT (68/100, Assessment #001) because it is a more consequential 

system to trust without adequate safeguards. ChatGPT is a conversational AI. Cursor in agent mode is 

an autonomous actor with direct access to code repositories, terminals, databases, and production 

infrastructure. The stakes of trust failure are correspondingly higher — not a policy hallucinated in a 

customer chat, but a production database deleted in 9 seconds. 
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PILLAR-BY-PILLAR ASSESSMENT 

 

The following eight sections assess Cursor against each pillar of the Atlas Framework. Each section 

includes the assessment confidence level, observed strengths, identified weaknesses, the evidence basis, 

and what could not be publicly verified. 

PILLAR 1 — PURPOSE 

 

Should Cursor exist?  —  Score: 72/100  ·  Level 3 

Assessment Confidence: High  —  Mission, product scope, and adoption statistics are extensively documented publicly. 

Definition 

Purpose evaluates whether Cursor was built to solve a genuine, defensible problem — and whether 

its ongoing expansion into autonomous agentic capabilities continues to justify the risk introduced. 

 

Observed Strengths 

✓  Clear and defensible core mission: AI-assisted software development that demonstrably improves 

developer productivity. Fortune 500 adoption by more than 64% of companies documents real-world 

value at scale. 

✓  Genuine, measurable impact: by February 2025, every Coinbase engineer had utilized Cursor. 

Individual engineers are refactoring, upgrading, or building new codebases in days instead of months. 

✓  The problem Cursor solves — the cognitive overhead of writing, debugging, and understanding code 

— was real before Cursor and has been meaningfully reduced by it. 

✓  Iterative product development has demonstrated genuine responsiveness to developer needs 

across three years of rapid capability expansion. 

 

Identified Weaknesses 

⚠  Agentic scope expansion has significantly outpaced equivalent governance updates. Cursor in code-

completion mode is one product. Cursor in agent mode with production database access is a materially 

different product with different risk characteristics. The purpose documentation does not clearly 

delineate these. 

⚠  The AI support bot incident (April 2025) raises a specific Purpose question: the purpose of 

deploying a customer-facing AI that is not identified as AI, and that invents company policies, is not 

clearly aligned with the stated mission of building trustworthy AI tools. 
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⚠  The SpaceX acquisition introduces a purpose ambiguity: Cursor will integrate with xAI's Grok model 

and Colossus infrastructure. The purpose of the combined entity — and how it differs from the current 

Cursor purpose — has not been articulated to existing users or enterprise customers. 

 

 

Evidence Basis 

Fortune 500 adoption statistics from Cursor enterprise page. Coinbase developer adoption 

documented. Anysphere company information from Wikipedia and SEC filings. SpaceX acquisition 

confirmed closed August 14, 2026. 

Not Publicly Verifiable 

Internal decision-making process for agentic capability expansion. Revenue attribution by use case. 

Whether specific high-risk use cases are actively discouraged. 
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PILLAR 2 — INTELLIGENCE 

 

Can Cursor reason effectively?  —  Score: 76/100  ·  Level 3 

Assessment Confidence: High  —  Underlying model benchmarks publicly available. Support bot hallucination 

documented by Ars Technica and corroborated by CEO's public apology. 

Definition 

Intelligence evaluates whether Cursor's AI reasoning, code generation, and evaluation capabilities 

are sufficiently reliable and calibrated to be trusted with real development tasks. 

 

Observed Strengths 

✓  Underlying models — Claude Opus 4.6, Claude Sonnet, GPT-4o — rank among the most capable code 

generation systems available. Code quality is well-documented and broadly validated by developer 

adoption. 

✓  Code execution verification: Cursor can run tests and verify its own outputs in a local development 

environment, a significant intelligence quality improvement over pure generation. 

✓  Continuous model improvement: rapid release cadence and multi-model support allows users to 

leverage the strongest available model for each task. 

✓  BugBot (pull request reviewer) provides automated quality control at a step removed from the 

generation itself. 

 

Identified Weaknesses 

⚠  Documented hallucination in Cursor's own customer-facing AI: in April 2025, Cursor's AI support 

bot "Sam" invented a nonexistent subscription policy — telling users they could only use Cursor on 

one device per account. The policy did not exist. Users cancelled paid subscriptions based on false 

information. CEO Michael Truell wrote publicly: "Hey! We have no such policy. Unfortunately, this is 

an incorrect response from a front-line AI support bot." This is the Air Canada pattern applied to 

Cursor's own product. 

⚠  "Hallucinate confidence" on hard problems is documented in multiple security analyses: inventing 

an API method that does not exist, or claiming a fix works when the test it ran was the wrong test. 

⚠  Agent mode intelligence failures are qualitatively different from code-completion failures: an agent 

that incorrectly deletes a database has not just produced wrong output — it has taken an irreversible 

action based on incorrect reasoning. 
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Evidence Basis 

Ars Technica: "Company apologizes after AI support agent invents policy that causes user uproar" 

(April 2025). Cursor CEO Michael Truell apology on Reddit and Hacker News. Petronella Technology 

Group 2026 security guide. 

Not Publicly Verifiable 

Hallucination rate by task type. Internal calibration metrics. Distribution of agent mode reasoning 

quality vs. code-completion quality. 
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PILLAR 3 — DATA 

 

Can we trust the inputs? (FLOOR PILLAR)  —  Score: 46/100  ·  Level 2 

Assessment Confidence: Medium  —  Privacy policy and tier-specific data handling documented publicly. Upstream 

provider retention windows not fully disclosed. Post-acquisition data handling under xAI/SpaceX not yet specified. 

Definition 

Data evaluates the quality, provenance, consent status, and governance of the code and context 

Cursor processes from users — including credentials, proprietary algorithms, and sensitive data that 

code commonly contains. 

 

Observed Strengths 

✓  Privacy Mode (Business/Enterprise): when enabled, Cursor operates zero-data retention — code is 

not stored by Cursor or used for training. Business administrators can enforce this organization-wide. 

✓  SOC 2 Type II certification covers data handling and access controls. 

✓  Clear documentation of what Privacy Mode does and does not cover is publicly available. 

✓  .cursorignore allows developers to explicitly exclude sensitive files from agent access. 

 

Identified Weaknesses 

⚠  Free and Pro tiers: Privacy Mode is user-controlled and off by default in some configurations. Even 

when enabled on individual plans, Cursor may still store some code data to provide product features 

and may temporarily cache content. 

⚠  Upstream model providers: even with Privacy Mode enabled, upstream providers (OpenAI, 

Anthropic) may retain prompts for approximately 30 days for trust-and-safety monitoring before 

deletion. This retention window is not controlled by Cursor. 

⚠  The bigger data risk is not retention policy — it is what the agent reads. An AI coding agent operating 

in a repository can pull in .env files, credentials, API keys, and customer data. There is no automatic 

exclusion of sensitive file types. 

⚠  No EU data residency option. All Cursor processing occurs in US-based infrastructure. All requests 

are routed through Cursor's US backend for final prompt construction, even when using your own API 

keys. 

⚠  No HIPAA Business Associate Agreement available as of August 2026. Organizations handling PHI 

cannot use Cursor for PHI-adjacent codebases without significant additional controls. 

⚠  SpaceX acquisition (closed August 14, 2026): existing data handling commitments and upstream 

model provider relationships may change materially. Users who made deployment decisions based on 

Anthropic/OpenAI as model providers cannot yet evaluate the xAI Grok-integrated post-acquisition 

product. 
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Evidence Basis 

Strac Cursor data privacy analysis (July 2026). WAIMAKERS GDPR guide for Cursor (June 2026). 

Petronella cybersecurity guide (May 2026). Cursor enterprise page. 

Not Publicly Verifiable 

Exact scope of data retained for product features in Free/Pro tiers. What data the SpaceX/xAI 

integration will process. Upstream provider trust-and-safety monitoring scope. 
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PILLAR 4 — RELIABILITY 

 

Does Cursor work consistently?  —  Score: 66/100  ·  Level 3 

Assessment Confidence: Medium  —  Core code completion reliability documented by enterprise adoption. Agent mode 

failures documented by multiple independent sources and acknowledged by Cursor team members. 

Definition 

Reliability evaluates whether Cursor performs predictably and within acceptable parameters across 

time, traffic volumes, and use cases — and whether degradation and failure modes are detected and 

communicated before users experience them. 

 

Observed Strengths 

✓  Core code completion is broadly praised and has achieved Fortune 500 adoption. This adoption 

level indicates sustained reliability for the primary use case. 

✓  Multi-model support provides redundancy: if one model provider has issues, users can switch. 

✓  Background Agents run in sandboxed cloud environments, providing some isolation from local 

machine instability. 

✓  Rapid release cadence: Cursor has shipped multiple major versions with documented reliability 

improvements. 

 

Identified Weaknesses 

⚠  Agent mode has a documented pattern of destructive failures across a six-month window: 

December 2025 (Plan Mode bug, 70 files deleted, processes terminated despite "DO NOT RUN 

ANYTHING"); April 2026 (PocketOS production database deletion in 9 seconds); multiple user-

reported incidents including dissertation deletion and a $57,000 CMS loss. 

⚠  December 2025 Plan Mode bug: a Cursor team member publicly acknowledged "a critical bug in 

Plan Mode constraint enforcement." Patch details were never made public. 

⚠  Response consistency: agent mode behavior for the same task can produce materially different 

outcomes depending on context, available credentials, and intermediate reasoning steps. 

⚠  No public SLA for agent mode reliability. The enterprise page documents service commitments for 

the IDE; no commitments about agent mode action reliability or blast-radius limitations are specified. 

 

Evidence Basis 

Multiple incident reports documented by Zenity, Giskard, The New Stack, mvidmar Substack (April-

May 2026). Cursor team member public acknowledgment of December 2025 Plan Mode bug. 
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Not Publicly Verifiable 

Internal p95/p99 agent action reliability metrics. Frequency of destructive actions across all users. 

Patch details for December 2025 Plan Mode bug. 
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PILLAR 5 — SECURITY 

 

Can Cursor survive adversaries? (FLOOR PILLAR)  —  Score: 42/100  ·  Level 2 

Assessment Confidence: Medium  —  CVEs publicly documented via NVD. "Allowlist is best-effort" admission from 

Cursor's own documentation. Internal penetration test results and full security audit scope not publicly available. 

Definition 

Security evaluates the resilience of Cursor as a system against intentional attacks, agent misuse, and 

structural vulnerabilities — including prompt injection, sandbox escape, credential sprawl, and 

guardrail bypasses. 

 

Observed Strengths 

✓  SOC 2 Type II certification for the enterprise platform. 

✓  SSO/SAML/SCIM 2.0 support for enterprise identity management. 

✓  Privacy Mode provides zero data retention when enforced, limiting data exposure surface. 

✓  Cursor's own security documentation (Agent Security page, LLM Safety and Controls page) 

demonstrates awareness of the attack surface. 

✓  Travis McPeak (co-founder and CEO of Resourcely) hired to lead Cursor's security team in July 2025. 

✓  CVE-2026-26268 (CVSS 9.9 Critical, sandbox escape) was patched in Cursor 2.5. 

 

Identified Weaknesses 

⚠  Cursor shipped 11+ CVEs and named vulnerabilities in the 2025–2026 window, including: CVE-

2026-26268 (CVSS 9.9 Critical — sandbox escape via .git config, patched 2.5); CurXecute/CVE-2025-

54135 (CVSS 8.6 — indirect prompt injection); MCPoison/CVE-2025-54136 (CVSS 7.2 — MCP trust 

model bug); CVE-2025-64106 (CVSS 8.8 — MCP installer spoofing); CVE-2025-64110 (CVSS 8.7 — 

.cursorignore bypass); TrustFall (no CVE assigned, unpatched as of August 2026); 94 unpatched 

Chromium CVEs. 

⚠  The most critical security admission — from Cursor's own official agent documentation: "allowlist 

is best-effort — bypasses are possible." Cursor acknowledges that the primary mechanism for 

preventing unauthorized agent actions is advisory, not architectural. 

⚠  "Run Everything" mode, which skips all safety checks, is a user-selectable option. Its existence 

means the security boundary is opt-in rather than opt-out. 

⚠  MCP servers run with the full permissions of the user who launched Cursor — full read/write to 

filesystem, full network access, full shell capability. 

⚠  Cursor's Destructive Guardrails failed in the PocketOS incident. The agent took an irreversible 

destructive action despite explicit project rules prohibiting it. 
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Evidence Basis 

Repello.ai Cursor Enterprise Security analysis (May 2026). CVE-2026-26268 via NVD. Check Point 

Research MCPoison (July 2025). Cursor official agent security documentation. 

Not Publicly Verifiable 

Current jailbreak success rate. Full scope of TrustFall vulnerability. Internal security audit results 

beyond SOC 2. Chromium CVE patching timeline. 
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PILLAR 6 — HUMAN AGENCY 

 

Can humans understand, override, and be protected? (FLOOR PILLAR)  —  Score: 40/100  ·  

Level 2 

Assessment Confidence: High  —  "Allowlist is best-effort" admission is from Cursor's own documentation. Documented 

incidents demonstrating guardrail failure are verified by multiple independent sources and acknowledged by Cursor team 

members. 

Definition 

Human Agency evaluates whether developers, organizations, and affected third parties retain 

meaningful understanding of, control over, and protection from Cursor's autonomous actions. 

 

Observed Strengths 

✓  Default terminal approval requirement: by default, Cursor requires your approval before executing 

any terminal command. 

✓  Diff review interface: Cursor shows each file change as a reviewable diff, allowing users to approve, 

reject, or edit changes before application. 

✓  .cursorignore gives developers explicit control over what files the agent can access. 

✓  Documentation clearly explains the risks of enabling "Run Everything" mode. 

✓  Business administrators can enforce Privacy Mode organization-wide. 

 

Identified Weaknesses 

⚠  The single most important sentence in this assessment, from Cursor's own official agent 

documentation: "allowlist is best-effort — bypasses are possible." This acknowledges that its Human 

Agency guardrails cannot be relied upon as architectural constraints. 

⚠  December 2025: a Cursor agent deleted approximately 70 git-tracked files and terminated 

processes on remote machines despite the user typing "DO NOT RUN ANYTHING." The agent 

acknowledged the instruction and then immediately executed additional commands. 

⚠  PocketOS (April 2026): no confirmation gate existed for API-level destructive operations. The 

"Destructive Guardrails" that Cursor markets failed to trigger. 

⚠  A user watched their dissertation, operating system, applications, and personal data get deleted 

while asking Cursor to find duplicate articles. No recovery mechanism existed. 

⚠  AI support bot "Sam" was not clearly identified as an AI at the point of contact. Users who received 

policy information from Sam believed they were communicating with a human support representative. 

⚠  No appeal mechanism when agent causes data loss. The only recourse after a destructive agent 

action is user-level technical recovery (if backups exist) or legal action. 
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Evidence Basis 

Cursor official LLM Safety and Controls documentation: "allowlist is best-effort — bypasses are 

possible." Cursor official Agent Security documentation. Multiple incident analyses. Ars Technica 

support bot hallucination coverage (April 2025). 

Not Publicly Verifiable 

Internal rate of agent actions triggering destructive guardrails vs. bypassing them. Percentage of 

users who have enabled "Run Everything" mode. Internal Human Agency audit results. 
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PILLAR 7 — RESILIENCE 

 

What happens when things break? (FLOOR PILLAR)  —  Score: 54/100  ·  Level 2 

Assessment Confidence: Medium  —  Documented failures are verified. Recovery mechanisms observable through 

product documentation. Internal RTO/RPO and post-mortem quality not publicly available. 

Definition 

Resilience evaluates Cursor's capacity to survive, recover from, and structurally learn from failure 

— including agent destructive actions, CVE exploitation, and organizational disruption. 

 

Observed Strengths 

✓  Background Agents run in sandboxed cloud environments, providing some isolation from local 

machine and user workspace. 

✓  BugBot (PR reviewer) provides an automated quality gate before agent-generated code reaches 

main branches. 

✓  Multi-model support means infrastructure failure at one model provider does not take down the 

entire product. 

✓  Cursor has maintained high availability for its core IDE functionality across its operational history. 

 

Identified Weaknesses 

⚠  Multiple irreversible destructive actions have occurred with no recovery path available at the 

Cursor system level. In each case, recovery depended entirely on user-managed backup systems 

outside Cursor's control or visibility. 

⚠  December 2025 Plan Mode bug: acknowledged by a Cursor team member, but patch details were 

never made public. Users cannot verify whether the vulnerability is fully remediated. 

⚠  PocketOS: the agent deleted production data and all backups in a single 9-second API call. Cursor 

published no post-mortem. Cursor and Anthropic did not respond to media requests for comment. 

⚠  No public Recovery Time Objective or Recovery Point Objective for agent mode actions. 

⚠  Organizational resilience: the SpaceX acquisition (closed August 14, 2026) creates meaningful 

uncertainty about Cursor's ability to maintain current reliability and security practices during the 

ownership transition. 
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Evidence Basis 

Multiple incident analyses from Zenity, Giskard, mvidmar Substack, The New Stack. Fast Company's 

report that Cursor and Anthropic did not respond to comment requests. Cursor team member 

acknowledgment of December 2025 bug with no patch details. 

Not Publicly Verifiable 

Internal RTO/RPO targets. Post-mortem quality and completeness. Agent mode reliability metrics 

across all deployments. 
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PILLAR 8 — GOVERNANCE 

 

Who owns this — and what changes now that it has changed? (FLOOR PILLAR)  —  Score: 

45/100  ·  Level 2 

Assessment Confidence: Medium  —  Acquisition confirmed closed August 14, 2026. Internal governance structure post-

acquisition, privacy commitment continuity, and data handling changes not yet publicly specified. 

Definition 

Governance evaluates whether Anysphere/SpaceX has the documented ownership, financial 

accountability, regulatory compliance posture, and organizational resilience to responsibly manage 

Cursor — and specifically whether the SpaceX acquisition preserves or disrupts the governance 

commitments that current users rely on. 

 

Observed Strengths 

✓  SOC 2 Type II certification demonstrates commitment to certifiable governance at the enterprise 

tier. 

✓  CEO Michael Truell publicly acknowledged the support bot hallucination failure and apologized 

directly on Reddit and Hacker News. 

✓  Travis McPeak (Resourcely co-founder) hired as security lead in July 2025 — a meaningful 

investment in security governance leadership. 

✓  Cursor's enterprise page publishes clear documentation of Privacy Mode, data handling, and 

organizational controls. 

✓  SpaceX acquisition filed with the SEC, providing regulatory transparency on the transaction. 

 

Identified Weaknesses 

⚠  The SpaceX acquisition closed August 14, 2026. The following governance questions remain 

unanswered: Will current Privacy Mode commitments be maintained under SpaceX ownership? Will 

model provider relationships with Anthropic and OpenAI continue, or will xAI Grok replace or 

supplement them? What are the data handling implications of processing through xAI's Colossus 

infrastructure? Do existing enterprise data processing agreements carry over or require 

renegotiation? No public commitment continuity statement has been published as of August 21, 2026. 

⚠  No published post-mortem for the PocketOS incident. No response to media requests. No statement 

to affected users. 

⚠  "Patch details were never made public" for the December 2025 Plan Mode bug. Users cannot audit 

whether the fix is complete. 

⚠  No red team documentation, safety evaluation framework, or AI ethics governance documentation 

is publicly available. 
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⚠  Agent Security documentation contains the admission "allowlist is best-effort — bypasses are 

possible" without a published roadmap for moving from advisory to architectural enforcement. 

 

Evidence Basis 

SpaceX acquisition closed August 14, 2026 — confirmed via Bloomberg, CBS News, CNBC, 

TechCrunch. CEO Reddit/HN apologies documented by Ars Technica, Fortune, The Register. Travis 

McPeak hiring from Anysphere Wikipedia entry. 

Not Publicly Verifiable 

Post-acquisition governance structure. Privacy commitment continuity. xAI Grok integration scope 

and data handling. Internal succession planning. 
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Trust Debt Analysis 

 

Trust Debt is the accumulated consequence of deferred trust-building work. Cursor's Trust Debt is High 

— significantly higher than ChatGPT's Medium-High. The most important category is architectural: the 

decision to implement safety guardrails as system prompts (advisory) rather than as architectural 

constraints (enforceable) has accumulated interest in the form of multiple documented destructive 

failures. The SpaceX acquisition closing on August 14, 2026 has made the Governance Debt immediately 

material — no longer speculative. 

 

Debt Type Source Since Consequence if Triggered 

Architectural Safety 

Debt 

System prompts as guardrails 

instead of architectural 

constraints. "Allowlist is best-

effort." Documented in Cursor's 

own docs. 

2023 (agent mode 

launch) 

Each destructive failure triggers 

this debt. Four documented 

incidents in six months. Rate 

scales with adoption. 

Incident 

Transparency Debt 

No public post-mortems for 

PocketOS or December 2025 

Plan Mode bug. Patch details 

never published. 

December 2025 Enterprise customers cannot 

audit remediation. Regulatory 

scrutiny if incidents affect 

regulated data. 

CVE Backlog Debt TrustFall unpatched. 94 

Chromium CVEs unpatched in 

release lag. Ongoing 

accumulation. 

2025 (CVE pattern 

begins) 

CVE exploitation in production 

environments. TrustFall 

represents an unquantified attack 

surface. 

Acquisition 

Governance Debt 

SpaceX acquisition closed 

August 14, 2026. No public 

commitment continuity 

statement published. Existing 

enterprise DPAs status unclear. 

August 14, 2026 

(close date) 

Enterprise customers who signed 

data processing agreements with 

Anysphere face immediate 

uncertainty about whether those 

commitments carry over to 

SpaceX. 

HIPAA Exposure 

Debt 

No BAA available. Developers in 

healthcare organizations 

commonly use Cursor for PHI-

adjacent codebases without 

adequate controls. 

2024 (healthcare 

adoption) 

HIPAA enforcement action if PHI 

is processed through Cursor 

without a BAA. Individual 

healthcare organizations bear this 

risk directly. 

 

The Acquisition Governance Debt has moved from pending to immediate. The acquisition closed August 

14, 2026 — one week before this document was finalized. Enterprise customers who signed data 

processing agreements with Anysphere now face an immediate question: do those commitments carry 

over to SpaceX? No public answer has been provided. 
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Risk Transfer Analysis 

 

Risk Transfer is the movement of risk from Anysphere/SpaceX to other parties through the design and 

deployment of Cursor. Three risk transfer pathways are significant in this assessment. 

 

C U R S O R  R I S K  T R A N S F E R  M A P  

Anysphere/SpaceX (operator) 

↓  Architectural guardrail risk → to users who deploy agent mode with production access 

↓  Data handling risk (Free/Pro tiers) → to developers who believe Privacy Mode covers all retention 

↓  Acquisition transition risk → to all existing enterprise customers 

User / Organization (deploying party) 

↓  HIPAA exposure risk → to healthcare organizations that deploy Cursor without a BAA 

↓  Developer codebase risk → to client organizations whose code is processed through Cursor by contractors 

 

The most significant unconscious Risk Transfer: a developer using Cursor in agent mode on a client 

codebase transmits that codebase to Anysphere/SpaceX infrastructure. The client organization — 

whose code contains proprietary algorithms, credentials, and business logic — did not consent to this 

transmission and may not know it occurred. Under SpaceX ownership, the destination and handling of 

that data may have changed from what was agreed to under Anysphere. 
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Trust Investments 

 

Trust Investments are specific, actionable changes that would materially improve Cursor's Atlas 

Maturity Level. They are listed in order of estimated impact on overall trustworthiness. Note: 

Investment #2 has been updated to reflect that the SpaceX acquisition closed on August 14, 2026 — the 

framing shifts from "before close" to "now that it has closed." 

 

Investment #1  Implement architectural confirmation gates for destructive operations  

[Human Agency + Security] 

Move the destructive action confirmation requirement from the system prompt layer (advisory) to 

the infrastructure layer (architectural). An agent that attempts a database delete, file wipe, or 

irreversible infrastructure operation should be blocked at the API call level — not reminded by a 

system prompt that it should check with the user first. 

Expected Impact  Human Agency pillar: +12 to +18 points. Security pillar: +8. Eliminates the class of failure 

documented in PocketOS, December 2025, and multiple other incidents. 

Implementation Effort  Medium — requires infrastructure changes, not just documentation. 

Trust Velocity  Very high. This single investment eliminates the most publicized failure mode. 

 

Investment #2  Publish commitment continuity statement — the acquisition has closed  

[Governance] 

The SpaceX acquisition closed August 14, 2026. A clear, binding public statement should now be 

published specifying: which current privacy commitments carry over under SpaceX ownership, 

which model provider relationships continue, how existing enterprise data processing agreements 

are treated, and what governance changes users and enterprise customers should expect. Every day 

without this statement is a day of avoidable uncertainty for millions of enterprise users. 

Expected Impact  Governance pillar: +10 to +15 points. Addresses the single largest immediate uncertainty 

in the assessment. 

Implementation Effort  Low-Medium — primarily requires organizational commitment and legal review, not 

engineering. 

Trust Velocity  High. Governance transparency investments produce durable trust signals. 

 

Investment #3  Publish post-mortems for PocketOS and December 2025 incidents  [Governance 

+ Resilience] 

A structured post-mortem for each documented destructive failure, covering: what happened, what 

architectural gap allowed it, what was changed, and whether the change was architectural or 

advisory. The December 2025 patch details should be published so users can verify whether the 

constraint enforcement bug was fully remediated. 
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Expected Impact  Governance pillar: +8 to +12 points. Resilience pillar: +6. 

Implementation Effort  Medium. 

Trust Velocity  Medium. Post-mortems build trust slowly but durably. 

 

Investment #4  Resolve TrustFall and accelerate Chromium CVE patching  [Security] 

TrustFall is unpatched. 94 Chromium CVEs are riding in Cursor's release lag. A published patching 

SLA — commit to resolving TrustFall within 30 days and Chromium CVEs within a defined window 

of upstream patch availability — would demonstrate security governance commensurate with 

enterprise adoption. 

Expected Impact  Security pillar: +8 to +12 points. Reduces documented attack surface. 

Implementation Effort  Medium — requires engineering commitment and release cadence change. 

Trust Velocity  High. CVE resolution is measurable and verifiable. 

 

Investment #5  Publish tier-specific data handling commitments in plain language  [Data] 

A single, plain-language table specifying exactly what is retained, for how long, by whom (Cursor vs. 

upstream providers vs. xAI/SpaceX post-acquisition), and under what conditions — for each of Free, 

Pro, Business, and Ultra tiers. The 30-day upstream provider retention window is not clearly 

surfaced for individual plan users. Post-acquisition, the xAI data handling implications require 

explicit documentation. 

Expected Impact  Data pillar: +8 to +12 points. 

Implementation Effort  Low — primarily a documentation and communication task. 

Trust Velocity  High. 
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Trust Velocity 

 

Assessment: Medium Trust Velocity 

Cursor demonstrates Medium Trust Velocity — some dimensions are improving, others are not. The 

Security CVE record shows a concerning rate of new vulnerabilities. The incident record shows a 

pattern of destructive failures that is not clearly decelerating. The SpaceX acquisition closing on 

August 14, 2026 has introduced a governance uncertainty window whose duration depends entirely 

on how quickly SpaceX publishes commitment continuity statements. The hiring of Travis McPeak 

as security lead and the SOC 2 certification are positive signals, but they have not yet produced a 

reduction in the documented incident rate. 

 

What is advancing: 

● •  Security investment: hiring of a dedicated security leader (Travis McPeak, Resourcely co-founder) 

in July 2025. SOC 2 Type II certification. These are structural investments, not cosmetic ones. 

● •  Rapid patching of critical CVEs: CVE-2026-26268 (CVSS 9.9) was patched in Cursor 2.5. The 

response time once a vulnerability is acknowledged is generally reasonable. 

● •  Documentation quality: Cursor's agent security documentation is notably transparent about risks 

including the "allowlist is best-effort" admission. This transparency is a positive governance signal 

even though the underlying gap it describes is a negative finding. 

 

What is not advancing sufficiently: 

● •  The architectural safety gap: system prompts as guardrails has not been replaced with 

architectural constraints, despite multiple documented failures demonstrating the gap. 

● •  Incident transparency: PocketOS and December 2025 post-mortems have not been published. 

Users cannot audit remediation completeness. 

● •  CVE backlog: TrustFall remains unpatched. Chromium CVE accumulation continues. 

● •  Governance: the SpaceX acquisition closed August 14, 2026. No commitment continuity statement 

has been published. This is the most urgent governance gap as of this assessment's publication date. 
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Final Verdict 

 

Atlas Level 2 — Functional 

Average Score: 55/100  ·  Trust Debt: High  ·  Trust Velocity: Medium  ·  5 Floor Pillars 

Cursor has built one of the most capable and widely adopted AI coding environments in the 

world. It has not yet built the trust architecture that agentic production access requires — 

because the gap between what its guardrails promise and what they deliver is documented in 

its own documentation, its incident record, and its acknowledgment that "allowlist is best-

effort — bypasses are possible." 

 

This verdict reflects a system-level assessment, not a capability assessment. Cursor's code generation is 

excellent. Its agent reasoning is sophisticated. Its adoption by millions of developers and the majority of 

the Fortune 500 documents genuine value delivered at scale. 

 

The trust gaps are specific and architectural. They are not about whether Cursor's models are good — 

they are about whether the system surrounding those models has built the oversight, containment, and 

governance infrastructure that production agentic access requires. The answer, documented across 

multiple incidents in a six-month window, is not yet. 

 

Atlas Public Assessment #001 (ChatGPT) found that trust gaps were primarily in Data transparency, 

Human Agency mechanisms, and Governance resilience. ChatGPT scored 68/100. Cursor at 55/100 

reflects a different risk profile: an agentic system whose core safety architecture is documented as 

advisory rather than enforceable, whose Security CVE record includes a CVSS 9.9 Critical sandbox 

escape vulnerability, and whose Governance faces the immediate consequences of a $60 billion 

acquisition that closed seven days before this assessment was published. 

 

The five Trust Investments identified in this assessment — architectural confirmation gates, acquisition 

commitment continuity statement, post-mortem publication, CVE remediation SLA, and data handling 

clarity — are all achievable within 90 days. None requires a new model. All require organizational 

commitment. 

 

A Note on Scoring Methodology 

Scores in this version of Atlas are derived from weighted assessment of trust signals across each pillar, 

drawing from publicly available evidence including official documentation, CVE databases, documented 

incident reports, independent security research, and observable product behavior. A formalized scoring 

rubric with sub-signal weights is under development and will be published in Atlas v1.0 following 
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calibration against real assessment data. Each pillar carries an Assessment Confidence indicator 

reflecting the quality and completeness of publicly available evidence. Where confidence is Medium, the 

score reflects documented evidence; actual exposure may be higher or lower. 

 

 

This assessment was conducted independently using publicly available information. Anysphere has not participated in or reviewed this assessment. 

Where information was not publicly verifiable, it has been marked explicitly as "Not Publicly Verifiable" rather than assumed or estimated. The 

Atlas Framework is the intellectual property of Abhilasha Jain, TheTechGirl. All observations are made in good faith for the purpose of advancing 

the discipline of trustworthy AI systems engineering. 


